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ealthcare industry is seeking newer technologies to

identify, track, monitor, and control Coronavirus infections

due to its spread. Management of this pandemic relies
heavily on accurate and reliable data. COVID-19 information is
primarily obtained from healthcare centers. Privacy and data
security are one of the challenges and concerns of policymakers (1)
as they are not controlled, stored, and collected properly according
to the established guidelines. Blockchain Technology (BT) can help
solve this problem by tracking the spread of coronavirus,
identifying high-risk patients, and serving as a real-time infection
control database. A blockchain is a decentralized, continuously
growing list of records known as 'blocks' which are connected and
secured by cryptography in the absence of a central authority. In
this way, blockchains have been introduced as a technology capable
of offering decentralization, transparency, immutability, autonomy,
open-source, and anonymity (2, 3).

COVID-19 and blockchain: how do they relate?

BT is primarily used in healthcare for electronic health records,
interoperability, and patient-centered control of patient records.
Accordingly, a very important reason is the concept of self-identity.
Through this unique digital identity, third parties cannot misuse
personal health information by controlling access to it. It is,
therefore, possible to collect data more effectively and review the
movement of patients to ensure social distancing requirements
while maintaining their identity at the same time.

Moreover, BT can help researchers and physicians record and
make available real-time clinical information. Besides, by tracking
the people who have access to the data, this method improves the
accuracy of the data and keeps them secure and private.

In light of COVID-19's emergency, for significant interruptions in
the medical equipment and drug supply chains, and the ever-
increasing demand, BT is the best option for supplying and tracking
medical equipment and drugs. Since it connects all stakeholders to
a supply chain network and eliminates third-party agents, it
speeds up the validation process and reduces costs, shortens
supply chains, lowers operational risks, and facilitates faster
settlements (4).
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What challenges and limitations may
blockchain-based applications have?

Blockchain-based applications are known to
face challenges and limitations in terms of
interoperability, immutability, speed, and patient
engagement. The interoperability challenge
stems from the fact that there is still no clear
standard for developing blockchain-based
healthcare applications. Therefore, applications
created by different vendors or platforms may
not be able to interoperate. Furthermore, users
may request complete removal of their medical
records. Blockchain, on the other hand, is
immutable. Once the data have been stored, they
cannot be modified or deleted. Additionally,
blockchain-based processes cause significant
delays. As an example, the Ethereum blockchain
platform requires all nodes to participate in the
validation mechanism. Therefore, this slows
down processing and creates a significant delay.
Patient interaction with blockchain data
management is another challenge. Patients,
especially the elderly and the young, may not be
interested or capable of managing their own
health records (5).

This study concluded that BT has important
features. It includes interacting with systems,
patient-centered control of patient records,
securely  coordinating  and combining
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information from different providers, improving
patient engagement, real-time registration of
patients' clinical information by providers and
making them available, and tracking and
managing medicine and medical equipment
supply chains. However, it is recommended to
consider its challenges before using this
technology in the healthcare industry.
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